A"/ VASCULAR

Notice of Privacy Practices and HIPAA Consent

The Health Insurance Portability and Accountability Act (HIPAA) provides safeguards to protect your privacy.
Implementation of HIPAA requirements officially began on April 14, 2003. Many of the policies have been our practice
for years. This form is a “friendly” version. A more complete text is posted in the office.

What this is all about: Specifically, there are rules and restrictions on who may see or be notified of your Protected
Health Information (PHI). These restrictions do not include the normal interchange of information necessary to provide
you with office services. HIPAA provides certain rights and protections to you as the patient. We balance these needs
with our goal of providing you with quality professional service and care. Additional information is available from the
U.S. Department of Health and Human Services. www.hhs.gov.

The purpose of this consent is to outline Dakota Vascular’s commitment to protecting patient privacy and complying
with the Health Insurance Portability and Accountability Act (HIPAA) regulations. This document provides guidance on
the use, disclosure, and safeguarding of Protected Health Information (PHI).

Definitions

e Protected Health Information (PHI): Information that can identify an individual and relates to their health status,
healthcare provision, or payment for healthcare.

e HIPAA: Federal law that mandates the protection and confidential handling of PHI.

e  Minimum Necessary Standard: Only the minimum necessary PHI will be used, shared, or accessed for any given
purpose.

Scope- This policy applies to all Dakota Vascular employees, contractors, volunteers, and any other parties who have
access to patient information.

HIPAA Privacy and Security Principles:

e Patient Rights: Patients have rights under HIPAA, including:
o The right to access their PHI.
o The right to request amendments to their PHI.
o The right to an accounting of disclosures.
o Theright to request restrictions on certain uses and disclosures.
o The right to receive confidential communications.

e Use and Disclosure of PHI:
o Permitted Uses: PHI may be used for treatment, payment, and healthcare operations (TPO) without
patient authorization.
o Disclosure Requiring Authorization: Any disclosures outside of TPO require explicit written consent
from the patient, including marketing or the sharing of PHI with third parties.
o Minimum Necessary Standard: Limit the use and disclosure of PHI to the minimum amount necessary
to accomplish the intended purpose.

Safeguarding PHI


http://www.hhs.gov/

e Physical Safeguards: Secure storage of paper records, access controlled areas, and other physical barriers to
prevent unauthorized access.

e Technical Safeguards: Use of encryption, secure passwords, access controls, and firewalls for electronic PHI
(ePHI).

e Administrative Safeguards: Regular employee training on HIPAA policies, procedures for managing data
breaches, and conducting risk assessments.

All employees, contractors, and associated personnel are required to complete HIPAA training upon hiring and annually
thereafter. Training covers the importance of safeguarding PHI, HIPAA rules, and Dakota Vascular’s specific policies.

Breach Notification- In the event of a breach:

o Dakota Vascular will assess the breach to determine the nature and extent of the disclosed PHI.

Affected individuals will be notified within 60 days of discovering the breach.

o Notifications to the Department of Health and Human Services (HHS) and other relevant authorities will
be made in compliance with HIPAA requirements.

o

Complaint Process- Patients have the right to file complaints regarding their privacy rights. Dakota Vascular will provide
a formal complaint process, which includes investigating the complaint, taking corrective actions if necessary, and
notifying the patient of the outcomes.

Dakota Vascular reserves the right to amend this policy in compliance with any changes in federal and state regulations.
Notification of any policy changes will be provided to employees and contractors as necessary.



